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Executive Summary

Nearly one year ago, the Securities and Exchange Commission (SEC) adopted new regulations with
the intent to enhance cybersecurity transparency and accountability for publicly traded companies.
These regulations require businesses to promptly report cybersecurity incidents with material
impact and disclose their cybersecurity risk management practices. This will enable investors, as
part of the larger market, to reward or punish companies for their cyber practices, particularly if
they have a data breach.

Reaction to the new measures was mixed, with proponents applauding the push for better security
practices while others expressed concern about the additional compliance burden. This extra
burden comes amidst budgets growing more slowly than enterprise attack surfaces, making this
even more challenging. The new rules added to the over 200 laws globally, adding risk to
companies that needed to prepare for their requirements proactively.

Under the new rules, public companies must notify the government and the public within four days
of determining that a cybersecurity incident will have a material impact on their business
operations, revenues, or stock price. The disclosure should include information about the nature,
scope, and timing of the incident, as well as the likely material impact on the company’s financial
condition and operations. This transparency aims to address information asymmetry between
companies and investors and enable more informed decision-making. The new rules also require
companies to include detailed information on their cyber risk management approaches in 10-K
annual filings under the new Regulation S-K (through item 1.06).

Nearly a year later, how much has this intent been realized?

Since the SEC cybersecurity rules took effect on December 18, 2023, a total of 71 8-Ks reporting
cyber incidents were filed by 47 companies, and 154 companies filed 10-Ks that included item
1.06s (as of November 18, 2024).

The BreachRx team analyzed all filings to assess the extent of compliance with the rules and how
effective they are in informing investors about cyber incident response processes, and cyber risk
management, strategy and governance. The results reveal confusion and caution on whether and
when to file and a general failure to provide enough information that could effectively protect
companies from future SEC enforcement actions.
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https://www.sec.gov/newsroom/press-releases/2023-139

Key Findings

Confusion and caution on whether and when to file
8-Ks are evident

According to the letter of the rule, companies are required to file “the new Item 1.05 of Form 8-K
any cybersecurity incident they determine to be material and to describe the material aspects of
the incident's nature, scope, and timing, as well as its material impact or reasonably likely material
impact on the registrant.” It states that the filing “will generally be due four business days after a
registrant determines that a cybersecurity incident is material.” It further states that the “deadline
is not four business days after the incident occurred or is discovered.”

Despite the specificity that materiality determination starts the reporting clock, only 17% of all
filings specified material impact. Only three companies — VF Corp., Bassett Furniture Industries
and iLearningEngines, Inc. — specified material impact in their first filings. Notably, VF Corp. was
the first filing after the rules took effect.

Overall, 51% of total filings reporting a cybersecurity incident were item 1.05s. The remaining 49%
were filed as item 8.01 (“Other events”). Of the 36 8-Ks filed as item 1.05s, only 31% specified
material impact. The average duration between detection and disclosure was 9.14 days.

This confusion led the SEC to release a statement on May 21, 2024 to clarify the proper use of item
1.05 vs. item 8.01. It stated in part that “it could be confusing for investors if companies disclose
either immaterial cybersecurity incidents or incidents for which a materiality determination has
not yet been made under Item 1.05." It said the clarification was “not intended to discourage
companies from voluntarily disclosing cybersecurity incidents for which they have not yet made a
materiality determination, or from disclosing incidents that companies determine to be immaterial”
but rather “"to encourage the filing of such voluntary disclosures in a manner that does not result
in investor confusion or dilute the value of Item 1.05 disclosures regarding material cybersecurity

incidents.”

After the SEC published this clarification, 12 8-Ks were filed with item 1.05 (vs. 24 prior to the
clarification), three of which were first-time filings. Of these three, two specified material impact
(Bassett Furniture Industries and iLearningEngines, Inc.). The clarification helped reduce confusion,
but not entirely, as three first-time item 1.05 filings did not specify material impact.
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8-K Filings for Cyber Incident Reporting

Iltem 1.05 filings

Iltem 8.01 filings

Material Impact via 8-K Filing

83,1%
7879 Not specified
(%)

Specified
(%)

16,9%
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Notable filings:

loanDepot

AutoBaesls

AutoNation

HALLIBURTON
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First American Financial Corp. filed four times for a cyber incident on Dec.
20, 2023. The first was an item 8.01, and the second was an item 1.05, even
though there was very little new information and no determination of material
impact. It wasn’t until the third filing that the company stated the incident
would have a material impact on 4th quarter 2023 operations (but not
ongoing operations).

LoanDepot filed three times for a cybersecurity incident on Jan. 4, 2024. Its
third filing on Feb. 26, 2024, specified material financial impact but was filed
as item 8.01, not item 1.05.

Advance Auto Parts filed an item 8.01 on June 14, 2024 for a May 28, 2024
cyber incident. While it did not specify material impact, it stated that it “plans
to record an expense of approximately $3 million for the quarter ending July
13, 2024" for costs related to the incident.

ADT, Inc. is the only company during the first year of the rules being in effect
to file 8-Ks for two separate incidents. It filed 8-K, item 8.01s on August 7,
2024 and October 7, 2024. Neither specified whether or not there was
material impact. These filings also stood out because they did not specify the
incident detection date.

AutoNation, Inc. filed an 8-K item 8.01 on June 24, 2024 to disclose that it
was impacted by the CDK breach. It filed another 8-K item 8.01 on July 15,
2024 stating that its estimated earnings per share for the second quarter
would be negatively impacted by $150. It subsequently reported a $155 per
share earnings hit, followed by a $0.21 per share drag on earnings in the
third quarter.

Halliburton Co. filed an 8-K item 8.01 on August 22, 2024 for an incident that
later was reported as a ransomware attack. It filed a follow-up 8-K item 1.05
on September 3, 2024 that stated “that the incident has not had, and is not
reasonably likely to have, a material impact on the Company'’s financial
condition or results of operations.” On November 7, the company reported a
$0.02 per share impact in its fiscal third quarter due to “lost or delayed
revenue due to the August cybersecurity event.”




SEC's intention to provide “decision-useful”
information is not being met

When announcing the new cyber incident disclosure rules, SEC chairman Gary Gensler stated that
companies and investors would benefit if cybersecurity disclosures were "made in a more
consistent, comparable, and decision-useful way.” The intention is to provide investors with better
information about how effectively companies are addressing cyber threats.

To meet this need, the rules include two components: the new four-day 8-K filing requirements and
“a requirement to disclose annually information regarding cybersecurity risk management, strategy,

and governance.”

To determine the extent to which companies are meeting this intention, we performed a qualitative

assessment of each 8-K filing for the degree of the “decision-useful” information provided.

Overall, less than half (48%) of filings provide specific insights into organizations’ incident

response procedures.
The remaining 52% provide only boilerplate information on the:

= reason for the incident (e.g. “[company] recently identified unauthorized activity on certain

of its information technology systems”);

= steps being taken (e.g. “took steps in an effort to contain, assess and remediate the

incident”);

= and determination of material impact (e.g. “whether it may have a material impact on its
financial condition and results of operations, which at this point cannot be determined”).

Notable filings:

VF Corp, the first company to file under the new rules, provided specific
information on the reason for the incident, how it brought affected systems

online, and the assessment of material impact.

Microsoft described how it “increased our security investments,
cross-enterprise coordination, and mobilization, and has enhanced our ability

o Microsoft

to defend ourselves and secure and harden our environment” in its filing on
March 8.

N

EL Crimson Wine Group provided extremely detailed information on the
CRIMSON remediation steps it took in its second filing (July 25, 2024).

WINE GROUP
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New rules make ripple effects of third-party cyber
incidents more evident

The first year of the SEC rules being in effect saw two major third-party cyberattacks occur. This
included the ransomware attack on CDK Global, the leading software provider for car dealerships,
and the campaign against Snowflake customers.

While the attacks affected thousands of companies overall, 8 of them reported the incidents
through 8-Ks, representing 18% of total filings. These included the following companies:

Advance Auto Parts (Snowflake-related)
AT&T (Snowflake-related)

AutoNation, Inc. (CDK-related)

Group 1 Automotive, Inc. (CDK-related)

Lithia Motors, Inc. (CDK-related)

Live Nation Entertainment (Snowflake-related)
Penske Automotive Group (CDK-related)

© N U A WN =

Sonic Automotive Group (CDK-related)

Of the five companies affected by the CDK Global attack, two (Sonic Automotive and AutoNation)
filed amended 8-Ks that provided additional information on the material effects of the attack,
including impacts on operations and financial results. Sonic Automotive filed two amended 8-Ks.

Companies not differentiating their cyber risk
management approaches via Regulation S-K — or
protecting themselves from future enforcement

The new rules introduced Regulation S-K Item 1.06 for the annual disclosures within a company’s
10-K filing. This part of the rules requires companies to “describe their processes, if any, for
assessing, identifying, and managing material risks from cybersecurity threats, as well as the
material effects or reasonably likely material effects of risks from cybersecurity threats and
previous cybersecurity incidents. Item 106 also requires registrants to describe the board of
directors’ oversight of risks from cybersecurity threats and management’s role and expertise in
assessing and managing material risks from cybersecurity threats.”

We analyzed 10-K filings for 154 companies that explicitly reference “ltem 106" in their Annual
Reports filed after December 18, 2023. We analyzed an additional 264 10-K filed after December 18,
2024 that included information about cybersecurity risk management and governance under “ltem
1C - Cybersecurity.”
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Of these filings:

*  The majority described their cyber risks and incident response and disclosure procedures

in nearly identical and generic terms
*  19% described incident response plans and processes

* 6% describe cross-functional incident response plans and processes, including escalation
procedures

* 2% (7 companies) disclosed previous cyber incidents
= 2% (10 companies) explicitly cited cybersecurity risk experience on Boards

=  One of the companies that filed 8-Ks between December 18 and November 7 filed 10-Ks to
disclose the same incident (First American Financial)

In describing cyber risk governance structures, companies disclosed the following information
about the individuals responsible for managing cybersecurity and Board reporting.

BReACHRX




Security Leadership Roles/Titles

Third party (e.g. MSP)

2,4%

CEO/COO/President
cro 6,5%
3,6% None stated

39,2%

ClO

Co-leadership

6,9%
CISO
9,6%

Board Governance Structure

VP or below

15,8%

Other

Cybersecurity 0
Committee 1,7%

1,9%

Tech/IT Committee

2,2%

Audit Committee

33,3%

/

Enterprise Risk
Committee

4,5%

None stated

21,8%

Full Board

32,5%

»
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The SEC continues to step up its enforcement actions for deficient incident response procedures
and disclosure controls. Recent cases demonstrate that generic disclosures (or none in the case of
nearly half of the companies analyzed for this study) about incident response plans and

determination of material impact will expose companies to future actions.

Recommendations

While the SEC regulations create additional compliance efforts, they also present unique
opportunities for companies to improve their security posture and build investor trust. By disclosing
cybersecurity risk management processes, companies can arm investors with valuable information,
which may prompt better security practices. Furthermore, the increased transparency will foster
more consistent and predictable cybersecurity disclosures, leading to greater comparability among

companies’ security measures.

Following are recommendations for what business and security leaders and Boards should apply
based on the research findings presented here.

BReACHRX




Protect Yourself Against
Future Enforcement Action

In 2024, the SEC announced settlements with seven companies for misleading cybersecurity
disclosures and failed controls. The fines ranged from $850,000 to $10 million and averaged $2.85
million. The actions against these companies, including Intercontinental Exchange, Inc. (ICE), Unisys,
Avaya, Check Point, Mimecast, RR. Donnelly & Sons Co. and Equiniti, have exposed deficiencies in
incident response procedures and disclosure controls. Specifically, the SEC examined the strength of
the companies’ incident response plans, how well they were followed, the materiality of the incidents,
and the timing of escalation and notifications.

In May 2024, ICE agreed to pay a “$10 million penalty to settle charges that it caused the failure of
nine wholly-owned subsidiaries, including the New York Stock Exchange, to timely inform the SEC of
a cyber intrusion as required by Regulation Systems Compliance and Integrity (Regulation SCI).”

The detailed settlement exposed deficiencies in ICE’s incident response plan, whereby “ICE
personnel did not notify the legal and compliance officials at ICE's subsidiaries of the intrusion for
several days in violation of ICE’s own internal cyber incident reporting procedures.” It revealed that
ICE's Cyber Incident Response Plan (CIRP) stated that compliance personnel must be notified as soon
as an intrusion is detected to notify the SEC within 24 hours. It took four days for this to occur.

ICE filed its 10-K with an item 106 on February 8, 2024. Despite the filing preceding the settlement
announcement, it is notable that the 10-K provided no information on its CIRP — only that it is
tested once per year.

The more recent cases against Unisys, Avaya, Check Point and Mimecast charged that each made
“materially misleading disclosures regarding cybersecurity risks and intrusions” and “negligently
minimized its cybersecurity incident in its public disclosures.” In the case of Unisys, the order found
that “these materially misleading disclosures resulted in part from [its] deficient disclosure controls.”

The SEC's investigations and charges show an intense review of what facts the organizations knew,
when they knew them, how they acted on those facts, when they made disclosures, and when they
updated those disclosures. It also demonstrates the SEC is closely examining incident response
policies, plans, and procedures in place to see whether they are strong enough to meet the needs
for these disclosures, especially around escalation to leadership.

All cases pre-date the new cyber incident disclosure rules and presage future actions the SEC will
take on the grounds of the new cybersecurity disclosure rules, particularly Regulation S-K.

Based on our analysis of 8-Ks and 10-Ks filed since the rules took effect, companies are generally
failing to provide enough information that could protect them in the future. Generic information in
disclosures and non-materiality determinations are going to be scrutinized intensely by the SEC.

It remains to be seen what direction the SEC will take on enforcement action under the new
administration. That said, what companies disclose about incident response plans and materiality
determination will help protect them in future cases.
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Elevate Security Leadership
as a C-Level Concern

It is notable that a quarter of companies that specified the level of security leadership stated it to
be at the VP level and below. When SolarWinds was breached, Tim Brown was not the company’s
CISO — he was elevated to the position after the fact yet was held accountable and charged by the
SEC for fraud and internal control failures. The SEC case focused on the period between
SolarWinds’ October 2018 IPO and the December 2020 SUNBURST attack by Russian nation-state
threat actors.

Former Uber and Cloudflare CISO, and BreachRx senior advisor, Joe Sullivan wrote in June 2024
that most security leaders don’t hold the title of CISO, yet the SEC “has turned its enforcement eye
toward those team leaders.” He expects that “to assign culpability, [the SEC] must look at how the
company allocated resources from the top down.” For companies whose security leaders are VP
level and below, the implication is that they underinvest in cybersecurity and are more susceptible

to damaging cyber incidents.

Organizations must recognize that cybersecurity is not only a security issue, but a critical business
concern with responsibility extending across the entire leadership team. It is essential to prioritize
security and privacy from the very top. And one way to start is by elevating security leadership to
the C-level, giving them a seat at the table to serve a role as a true business leader.

The good news from the 10-K analysis is that 67% of companies specified that their security
leadership is at the C-level.

BReACHRX
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Consistency is Required
to Meet Regulatory Demand

The SEC cases described above should put all public company CEOs and Board on notice.

Regulators will continue to push for transparency and change. CISOs are expected to be able to
prove they have a sound process, consistently follow that process, and take the right actions at
the right time. Anticipating this and to effectively respond to cybersecurity incidents and legal
reporting requirements around them, companies must drastically alter their approach by adopting
proactive readiness and consistent response strategies.

Technology automation can help organizations comply with the SEC cyber incident reporting rules
and other regulations by automating incident response planning and testing. Proactive preparation
conclusively saves nearly $15M during an average-sized incident response. Similarly, running
tabletop exercises and practice simulations delivered a measured savings of $2.66M per incident.

And these aren’t the only beneficial outcomes. Incident response automation brings additional
advantages beyond covering regulatory notification requirements. For example, it streamlines
teams’ ability to collaborate and respond to incidents with greater accuracy and speed, minimizing
the impact of incidents and reducing downtime and data loss. It also enables more thorough and
more rapid compliance with the incident readiness and response criteria in popular global
cybersecurity frameworks, like SOC 2, ISO 27001, and the NIST Cybersecurity Framework.

Leveraging a combination of technology automation, regulatory intelligence, and expert guidance,
such as provided by the BreachRx incident response platform, is the only effective approach to
proactively prepare for the breadth of threats and the 200+ cybersecurity, privacy, and data
breach regulations globally. Technology enables the development and maintenance of
comprehensive playbooks for a wide range of incidents. It enables preparation through regular
training, simulations, and exercises, ensuring that all stakeholders—security, legal, IT, compliance,
communications, and decision-makers—are aligned and ready to handle incidents effectively. It also
enables consistency of response that enhances team collaboration, better protects legal privilege,
and accelerates response times. This proactive approach not only meets the necessary
requirements but also fortifies an organization’s cyber resilience, reducing the overall impact and
cost of incidents.
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The SEC's cyber reporting regulations for public companies prove that
cybersecurity continues to move to the forefront of corporate governance and
disclosure practices. These regulations represent a decisive push for greater
transparency and accountability, allowing investors to make more informed
decisions while encouraging companies to strengthen their cybersecurity
posture. While there still may be apprehension and confusion about full
compliance with these rules, the potential positive impact on investor
confidence and the overall cybersecurity landscape cannot be ignored.

Further, given cyber threats continue to evolve, staying vigilant and proactive in
safeguarding sensitive and customer data is no longer a secondary concern but
a top priority for businesses operating in the digital age. Fortunately, technology
automation can readily augment best practices to rapidly position companies to
cover this directive and the myriad of other regulations around the world. As the
business world continues to adjust to the SEC requirements, we can expect to
see heightened cyber resilience and improved risk management strategies
across industries, creating a safer digital environment for everyone.
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